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Traditional security models that rely on strong outer defenses are no longer viable strategies to protect a company’s valuable 

assets. This course introduces the zero trust security model, a dynamic approach to addressing the continual evolution of 

cybersecurity threats for organizations that demand flexibility and scalability in modern work environments. Learners who 

complete this course will be able to critically examine corporate security practices against the philosophy of “Never Trust, 

Always Verify” and will be empowered to advocate for Zero Trust Architecture initiatives.

Overview

Prerequisites

Required Hardware/Software

There are no software and version requirements to complete this course. All coursework and projects can be completed with 

a word processor and web browser.

1 month

Estimated Time

Intermediate

Program information

To be successful in this program, learners should have:

• Familiarity with information systems, business applications, and network architecture.

• Familiarity with basic cybersecurity concepts and best practices.

• Familiarity with enterprise computing environments.

Skill Level
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Course Project

Zero Trust Road Map

In this project, learners will perform an analysis of a sample company’s corporate profile and cybersecurity 

capabilities. They will evaluate the company’s potential for implementing zero trust best practices based on 

industry-recognized frameworks and federal guidance. Learners will complete a road map toward a Zero 

Trust Architecture by recommending controls and identifying prerequisite capabilities, assumptions, and 

challenges that the company may face in order to realize this security objective.

Lesson 1

Introduction to Zero Trust

• Characterize the security approach of a recently breached company and ways 

that the incident may have been avoided by the application of ZT principles.

• Distinguish between the perimeter network security model and the zero trust 

security model.

• Identify common computing environments whose security posture would be 

improved by ZT principles.

• Identify recent trends in cybersecurity that contributed to the adoption of ZT 

security models.

• Differentiate key stakeholders in implementing a ZTA.

Lesson 2

Zero Trust Security Concepts

• Identify the philosophical principles behind the zero trust movement.

• Identify the foundational requirements for zero trust security.

• Differentiate the logical components required to enforce ZT.

• Identify and differentiate each of the pillars of the zero trust security model.
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Lesson 3

Zero Trust Methods

• Identify practical deployment resources to support zero trust across each of 

the five pillars.

• Categorize identity, device, network, application, and datacentric safeguards 

that enable Zero Trust Architecture.

• Identify the requirements for Zero Trust Network Architecture (ZTNA).

• Identify foundational capabilities that allow for the evaluation and refinement 

of safeguards.

Lesson 4

Organizational Practices

• Assess a security system using the Zero Trust Maturity Model.

• Evaluate challenges to implementing ZTA principles in existing systems.

• Assess the cultural readiness of an environment to adopt zero trust principles.

• Differentiate between zero trust deployment strategies.

• Identify steps to deploy zero trust principles in a computing environment.

• Map ZT methods against control families in the Risk Management Framework.

• Analyze the inherent weaknesses of ZTA.
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Meet your instructor.

Richard Phung

Assistant Director, Infrastructure Operations & Security 

Richard is an SSCP, CISSP, and CIPP/US with over a decade of enterprise systems administration 

experience, working with businesses to meet the demands of a continually evolving threat 

landscape. Richard holds a BA in psychology from Hendrix College and a master’s of education from 

Lesley University.
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Knowledge

Find answers to your questions with Knowledge, 

our proprietary wiki. Search questions asked by 

other students, connect with technical mentors, 

and discover how to solve the challenges that 

you encounter. 

Workspaces

See your code in action. Check the output and 

quality of your code by running it on interactive 

workspaces that are integrated into the platform. 

Quizzes

Auto-graded quizzes strengthen comprehension. 

Learners can return to lessons at any time during 

the course to refresh concepts. 

Custom Study Plans

Create a personalized study plan that fits your 

individual needs. Utilize this plan to keep track of 

movement toward your overall goal. 

Progress Tracker

Take advantage of milestone reminders to stay 

on schedule and complete your program. 

Hands-on Projects

Open-ended, experiential projects are designed 

to reflect actual workplace challenges. They aren’t 

just multiple choice questions or step-by-step 

guides, but instead require critical thinking. 

Udacity’s learning 
experience
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Dashboard & Reporting

Track course progress.
• Udacity’s enterprise management console simplifies management of bulk enrollments and 

employee onboarding. 

• Interactive views help achieve targeted results to increase retention and productivity.

• Maximize ROI while optimizing job readiness.

Technical Mentor Support

24/7 support unblocks learning.
• Learning accelerates as skilled mentors identify areas of achievement and potential for growth.

• Unlimited access to mentors means help arrives when it’s needed most.

• 2 hr or less average question response time assures that skills-development stays on track. 

Pre-Assessments

Identify skills gaps.
• In-depth assessments benchmark your team’s current level of knowledge in key areas.

• Results are used to generate custom learning paths.

Mentor Network

Highly vetted for effectiveness.
• Mentors must complete a 5-step hiring process to join Udacity’s selective network.

• After passing an objective and situational assessment, mentors must demonstrate 
communication and behavioral fit for a mentorship role.

• Mentors work across more than 30 different industries and often complete a Nanodegree 
program themselves.

Experienced Project Reviewers

Verify skills mastery.     
• Personalized project feedback and critique includes line-by-line code review from 

skilled practitioners with an average turnaround time of 1.1 hours. 

• Project review cycle creates a feedback loop with multiple opportunities for 
improvement—until the concept is mastered. 

• Project reviewers leverage industry best practices and provide pro tips.

Our proven approach for building 
job-ready digital skills. 
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Learn more at 

udacity.com/enterprise →

http://udacity.com/enterprise

