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Overview

Microsoft Azure is one of the most popular cloud services platforms used by enterprises, making it a crucial tool for cloud 

computing professionals to add to their skillset. The Cloud DevOps using Microsoft Azure Nanodegree program teaches 

students how to deploy, test, and monitor cloud applications on Azure, thereby preparing learners for success on Microsoft’s 

AZ-400 DevOps Engineer Expert certification.

Built in collaboration with:

A graduate of this program will be able to:

• Deploy and manage cloud infrastructure using Infrastructure as Code and configuration 

management principles.

• Manage infrastructure using Agile Planning and Continuous Integration/Continuous Delivery.

• Create disposable test environments and run automated testing and monitoring of an 

application’s behavior.

Learning Objectives
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Program information

Learners will need a desktop or laptop computer running recent versions of Windows, Mac OS X, or Linux. They will also need 

an unmetered broadband internet connection. 

A well-prepared student should have knowledge of:

• Intermediate Python

• Intermediate Linux

• Intermediate shell scripting

• Experience using web services and websites

• Basic familiarity with CI/CD pipelines

• Basic knowledge of IT infrastructure

3 months at 5-10hrs/week*

Estimated Time

*The length of this program is an estimation of total hours the average student may take to complete all required 

coursework, including lecture and project time. If you spend about 5-10 hours per week working through the program, you 

should finish within the time provided. Actual hours may vary.

Prerequisites

Required Hardware/Software

Intermediate

Skill Level
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Course 1

Azure Infrastructure Operations
In modern deployments, automated deployment and management of cloud infrastructure is crucial for ensuring the high 

uptimes that customers expect. Understand the DevOps lifecycle and the basics of infrastructure management in Microsoft 

Azure. Learn about cloud security best practices to keep infrastructure secure. Leverage modern technologies to create robust 

and repeatable deployments in Microsoft Azure.

Deploying a Web Server in Azure

One of the most common objects on the modern internet is the load-balanced web server. In this project, 

learners will write infrastructure as code using Terraform and Packer to manage cloud infrastructure. With 

this infrastructure as code tools, learners will first create a policy that ensures all indexed resources are 

tagged. Then, learners will create a reusable Terraform module and Packer template for deploying a custom 

web server image. Lastly, learners will use Packer to deploy their VM image and use Terraform to write the 

infrastructure configuration which uses this image to create a set of load balanced web servers.

Course Project

Lesson 1

Introduction to DevOps & 
Infrastructure

• Identify the motivation and benefits of using a DevOps model.

• Identify stakeholders for one’s work.

• Create documentation to enable reusability of work.

Lesson 2

Azure Infrastructure 
Fundamentals

• Create and manage resources in Microsoft Azure using the portal and the 

Command Line Interface.

• Optimize virtual machine performance using Azure Monitor.

• Assign and manage user roles in Azure Active Directory.
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Lesson 3

Azure Security Best Practices

• Identify security risks using Azure Security Center.

• Manage Network Security groups to ensure secure infrastructure access.

• Write, deploy, and manage Azure Policies.

Lesson 4

Infrastructure as Code

• Deploy infrastructure as code using Terraform.

• Use variables, loops, and conditionals to improve deployment automation.

• Create reusable virtual machine images with Packer.

Agile Development with Azure
Automated deployment of high-quality software using DevOps principles is a critical skill in the cloud era. Master the theory 

and practice of Agile project management with hands-on examples. Execute a Python-centric continuous integration strategy 

that uses testing best practices, including open source code quality tools such as pylint and pytest. Couple Infrastructure-as-

Code (IaC) with continuous delivery using AzurePipelines to streamline the deployment of applications to Azure.

Building a CI/CD Pipeline

Establishing a continuous integration/continuous Delivery (CI/CD) pipeline is critical to enable high-quality 

customer service experiences in today’s digital world. In this project, learners will build a continuous 

delivery pipeline that deploys a Flask machine learning application using Azure Pipelines to Azure App 

Services. First, learners will use Github Actions along with a .txt file and application code to perform an 

initial lint, test, and install cycle on a machine learning application running in Flask in Azure App Services. 

Then, learners will integrate continuous delivery using Azure Pipelines to deploy tested application changes 

automatically to production. Finally, learners will test the prediction capability of their machine learning 

application deployed into production and build a demo screencast that demonstrates proficiency in 

continuous delivery with Azure.

Course Project

Course 2
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Lesson 1

Introduction to Agile 
Development with Azure

• Use modern Agile project management methodologies.

• Implement Kaizen or continuous improvement in their organization.

• Understand how to use five whys methodological to perform root cause 

analysis of process inefficiencies.

Lesson 2

Agile Planning & 
Communication

• Use Trello and spreadsheets to manage projects.

• Build and participate in effective technical teams.

• Use weekly demos to create effective technical communication and 

accountability.

Lesson 3

Continuous Integration

• Build continuous integration using Github Actions.

• Master the use of Makefiles for automation.

• Use pylint and pytest to increase the quality of Python projects.

Lesson 4

Continuous Delivery

• Build continuous delivery pipelines using Azure Pipelines.

• Use Azure App Services to deploy PaaS (Platform as a Service) applications.

• Understand the concepts involving GitOps in production systems.
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Ensuring Quality Releases (Quality Assurance)
This course focuses on the continuous testing and monitoring segments of the DevOps lifecycle. In the previous courses, 

students learned about what it takes to build and release an application using an Azure DevOps CI/CD pipeline. Now it’s time 

to test the application within the pipeline itself, as well as after it has been deployed. Doing so will provide valuable insights 

into the health of not only of the application, but also the underlying infrastructure which supports it.

Ensuring Quality Releases

In this project, learners will use industry-leading DevOps tools within Microsoft Azure to create disposable 

test environments and run a variety of automated tests with the click of a button. Additionally, learners 

will monitor and provide insight into their application’s behavior, and determine root causes by querying 

the application’s custom log files. By the end of this project, learners will have built a CI/CD pipeline 

capable of creating a test environment using Terraform, deployed an application to the test environment, 

automatically executed load, integration, and functional tests, and ingested logs and data from those tests 

to determine where failures may have occurred.

Lesson 1

Creating & Deploying Azure 
Cloud Infrastructure

• Use terraform and IaC concepts to standardize the creation and configuration 

of a test environment.

• Understand the importance of consistent test environments so that the only 

thing to change is the version of the application.

• Use a CI/CD pipeline to execute automated testing tasks to test an application 

after it’s built and after it’s deployed to a test environment.

Course Project

Course 3
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Lesson 2

Performance Testing

• Learn about the different types of performance testing.

• Use Apache JMeter to create performance test suites.

• Understand when to use each type of performance test.

• Generate a report which shows the results of the performance tests.

Lesson 3

Functional UI Testing  
with Selenium

• Learn about how functional testing is different than other types of testing.

• Use selenium to create functional UI tests.

• Quickly find and use CSS selectors on a page in a functional test.

• Understand the importance of creating strong test cases in Selenium.

Lesson 4

Integration Testing  
with Postman

• Learn about integration testing and when it is used.

• Use Postman to create an integration test suite.

• Understand the importance of data validation and the benefits it provides to 

stakeholders.

Lesson 5

Azure Observability

• Used Azure Monitor to create alerts.

• Learned about creating only alerts that are trusted.

• Used Azure Log Analytics to ingest a custom log file.

• Created queries in Azure Log Analytics so the root cause of a failure may be 

found quickly.
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Erick Galinkin

Principal AI Researcher at Rapid7 

Erick Galinkin is a hacker and scientist specializing in applying artificial intelligence to 

cybersecurity problems and the theory of machine learning. He is also a researcher at the 

Montreal AI Ethics Institute focusing on applying DevOps principles to the security and ethics of 

machine learning systems.

Noah Gift

Founder of Pragmatic AI Lab

Noah Gift teaches and consults at top universities and companies globally, including Duke and 

Northwestern. His areas of expertise are machine learning, MLOps, AI, data science, and cloud 

architecture. Noah has authored several bestselling books, including Python for DevOps.

Nathan Anderson 

DevOps Engineer at Goodyear Tire & Rubber Company 

Nathan has worked on implementing DevOps solutions for the past 8 years across the 

financial, educational, logistics, and manufacturing industries.

Meet your instructors.
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Udacity’s learning 
experience

Knowledge

Find answers to your questions with Knowledge, 

our proprietary wiki. Search questions asked by 

other students, connect with technical mentors, 

and discover how to solve the challenges that 

you encounter. 

Workspaces

See your code in action. Check the output and 

quality of your code by running it on interactive 

workspaces that are integrated into the platform. 

Quizzes

Auto-graded quizzes strengthen comprehension. 

Learners can return to lessons at any time during 

the course to refresh concepts. 

Custom Study Plans

Create a personalized study plan that fits your 

individual needs. Utilize this plan to keep track of 

movement toward your overall goal. 

Progress Tracker

Take advantage of milestone reminders to stay 

on schedule and complete your program. 

Hands-on Projects

Open-ended, experiential projects are designed 

to reflect actual workplace challenges. They aren’t 

just multiple choice questions or step-by-step 

guides, but instead require critical thinking. 
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Dashboard & Reporting

Track course progress.
• Udacity’s enterprise management console simplifies management of bulk enrollments and 

employee onboarding. 

• Interactive views help achieve targeted results to increase retention and productivity.

• Maximize ROI while optimizing job readiness.

Technical Mentor Support

24/7 support unblocks learning.
• Learning accelerates as skilled mentors identify areas of achievement and potential for growth.

• Unlimited access to mentors means help arrives when it’s needed most.

• 2 hr or less average question response time assures that skills development stays on track. 

Pre-Assessments

Identify skills gaps.
• In-depth assessments benchmark your team’s current level of knowledge in key areas.

• Results are used to generate custom learning paths.

Experienced Project Reviewers

Verify skills mastery.     
• Personalized project feedback and critique includes line-by-line code review from 

skilled practitioners with an average turnaround time of 1.1 hours. 

• Project review cycle creates a feedback loop with multiple opportunities for 
improvement—until the concept is mastered. 

• Project reviewers leverage industry best practices and provide pro tips.

Mentor Network

Highly vetted for effectiveness.
• Mentors must complete a 5-step hiring process to join Udacity’s selective network.

• After passing an objective and situational assessment, mentors must demonstrate 
communication and behavioral fit for a mentorship role.

• Mentors work across more than 30 different industries and often complete a Nanodegree 
program themselves.

Our proven approach for building 
job-ready digital skills. 
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Learn more at 

udacity.com/enterprise
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