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Overview

Learning Objectives

A graduate of this program will be able to:

• Identify potential cyber threats to the digital assets of your organization. 

• Understand systemic risks present within your digital ecosystem of suppliers, vendors, and customers.

• Develop a practice for responding to low, medium, and high-risk cyber threats. 

• Determine the most optimal cyber defense budget for your organization and projects.

• Create and implement an organizational-wide cybersecurity culture and awareness initiative.

Udacity’s Cybersecurity for Business Leaders program will equip future C-suites and senior managers with practical knowledge, 

skills, and tools to prepare for cyber threats in their digital ecosystem. They will understand the role of cybersecurity for all 

businesses and set the stage for their organization-specific response plans. Finally, leaders will prepare to make resource 

decisions to increase their organizational preparedness for the future. 
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1 month*

Estimated Time

Beginner

Program information

Skill Level

Prerequisites

Required Hardware/Software

There are no software and version requirements to complete this Nanodegree program. All coursework and projects can be 

completed via Student Workspaces in the Udacity online classroom. Udacity’s basic tech requirements can be found at  

www.udacity.com/tech/requirements.

No prior experience is required, but it is recommended that learners are comfortable with basic computer skills, such as 

managing files, using third-party online programs, and navigating the internet through an online browser.

*The length of this program is an estimation of total hours the average student may take to complete all required 

coursework, including lecture and project time. If you spend about 3-5 hours per week working through the program, you 

should finish within the time provided. Actual hours may vary.
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Lesson 1

Cyber Challenges 
We Face Today

• Define cybersecurity.

• Distinguish differences between threat, attack, and breach. 

• Learn top business threats.

• Lead tabletop exercises.

Lesson 2

Effective Detection 
and Response

• Interpret legal ramifications related to breaches.

• Apply compliance as a layer of defense for cybersecurity.

• Use resources from standards organizations.

• Utilize a network detection and response solution.

• Develop an Incident Response Plan.

Lesson 3

Cybersecurity Culture

• Increase buy-in from employees.

• Implement a training and awareness program.

• Implement and nurture a culture around cybersecurity.

• Lead conversations with 3rd parties to align cybersecurity expectations.

Course Project

Your Cybersecurity Plan

This project will introduce the concept of cybersecurity risks related to their own organization. Learners 

will research and identify critical cyber threats and risks associated with their industry and create an ERM 

plan for their organization. They will also create an Incident Response Plan (IRP) and a 3-year cybersecurity 

budget. At the end, learners will describe their organizational-wide cybersecurity awareness campaign. 
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Lesson 4

Making Investments

• Prioritize budget items for cybersecurity.

• Interpret risk and ROI on investments.

• Find and retain talent.

• Implement enterprise risk management.

• Include 3rd parties in ERM.

Lesson 5

(Elective) Threat Analysis 
by Industry

• Distinguish threats specific to health, finance, and technology industries.
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Meet your instructors.

Dr. Eric Hollis

CEO/President, HollisGroup LLC

An experienced executive and leader in information technology, cybersecurity, risk management, 

intelligence operations, data privacy, blockchain, and cybersecurity leadership. Dr. Hollis helps 

organizations improve their IT and cyber strategic planning, training, and governance. 
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Knowledge

Find answers to your questions with Knowledge, 

our proprietary wiki. Search questions asked by 

other students, connect with technical mentors, 

and discover how to solve the challenges that 

you encounter. 

Workspaces

See your code in action. Check the output and 

quality of your code by running it on interactive 

workspaces that are integrated into the platform. 

Quizzes

Auto-graded quizzes strengthen comprehension. 

Learners can return to lessons at any time during 

the course to refresh concepts. 

Custom Study Plans

Create a personalized study plan that fits your 

individual needs. Utilize this plan to keep track of 

movement toward your overall goal. 

Progress Tracker

Take advantage of milestone reminders to stay 

on schedule and complete your program. 

Hands-on Projects

Open-ended, experiential projects are designed 

to reflect actual workplace challenges. They aren’t 

just multiple choice questions or step-by-step 

guides, but instead require critical thinking. 

Udacity’s learning 
experience
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Our proven approach for building 
job-ready digital skills. 

Dashboard & Reporting

Track course progress.
• Udacity’s enterprise management console simplifies management of bulk enrollments and 

employee onboarding. 

• Interactive views help achieve targeted results to increase retention and productivity.

• Maximize ROI while optimizing job readiness.

Technical Mentor Support

24/7 support unblocks learning.
• Learning accelerates as skilled mentors identify areas of achievement and potential for growth.

• Unlimited access to mentors means help arrives when it’s needed most.

• 2 hr or less average question response time assures that skills-development stays on track. 

Pre-Assessments

Identify skills gaps.
• In-depth assessments benchmark your team’s current level of knowledge in key areas.

• Results are used to generate custom learning paths.

Mentor Network

Highly vetted for effectiveness.
• Mentors must complete a 5-step hiring process to join Udacity’s selective network.

• After passing an objective and situational assessment, mentors must demonstrate 
communication and behavioral fit for a mentorship role.

• Mentors work across more than 30 different industries and often complete a Nanodegree 
program themselves.

Experienced Project Reviewers

Verify skills mastery.     
• Personalized project feedback and critique includes line-by-line code review from 

skilled practitioners with an average turnaround time of 1.1 hours. 

• Project review cycle creates a feedback loop with multiple opportunities for 
improvement—until the concept is mastered. 

• Project reviewers leverage industry best practices and provide pro tips.
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udacity.com/enterprise →


