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A graduate of this program will be able to:

• Design security architecture to evaluate business risks and implement trust models that keep data safe. 

• Design and develop identity access and management models to govern permissions and privileges 

across an organization.

• Integrate network defense in depth controls to detect and alert for security incidents. 

• Establish an incident response and business continuity plan to respond to cyber attacks while reducing 

its impact on the business.

Learning Objectives

Overview

The goal of this program is to equip learners with the necessary skills required to advance their careers in the field of 

cybersecurity. The role of a security architect includes designing security systems to thwart malware, hacker intrusions, and 

denial-of-service attacks. The program addresses security topics related to architectural and implementation skills required by 

a skilled cybersecurity professional for critical use-cases like identity and access management, infrastructure security, threat 

detection, and incident response.
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Program information

A well-prepared learner will be familiar with Linux and AWS and have some experience conducting administration with those 

platforms. Specifically, learners should be able to: 

• Set up a Linux server and perform system configuration/management.

• Set up a cloud environment and perform cloud configuration/management.

• Understand networking, cloud, and hardware systems relevant to courses being taught (e.g. if a course teaches on 

Linux security, learners should know the basics of how Linux works) including experience with networking, cloud, and 

Linux systems, experience with common networking protocols (HTTP, TCP, DNS, SSH), and familiarity with client-server 

architecture.

• Identify the different encryption protocols (AES, RSA, PGP).

• Review, implement, and modify code using Python.

• Accurately use general cybersecurity terminology to describe threats (e.g. Exploit, Vulnerability, Malware).

There are no software and version requirements to complete this Nanodegree program. All coursework and projects can be 

completed via Student Workspaces in the Udacity online classroom.

4 months at 10hrs/week*

Estimated Time

*The length of this program is an estimation of total hours the average student may take to complete all required 

coursework, including lecture and project time. If you spend about 5-10 hours per week working through the program, you 

should finish within the time provided. Actual hours may vary.

Prerequisites

Required Hardware/Software

Intermediate

Skill Level
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Course 1

Security Architecture Planning & Design
This course introduces the fundamental security planning, design, and systems thinking concepts that are used throughout 

security architecture. As networks and applications grow more complex, the need to identify potential sources of weakness 

that are a product of that complexity becomes crucial. Learners who complete this course will be equipped with the skills 

to identify and evaluate risks in systems, assess whether or not risks are acceptable, and work alongside stakeholders to 

prioritize remediation efforts.

Conduct an Application Security Review

Conducting application security reviews is an important part of planning, building, and deploying secure 

systems. As part of a security process, we conduct a technical security assessment for each newly deployed 

application or service. For applications that haven’t had a security review, the learner’s job includes making 

sure they meet the standards of the organization. In this project, learners review a customer information 

management system (CIMS) for security vulnerabilities and write up their findings in a technical report.

Course Project

Lesson 1

Introduction to Security 
Planning & Design

• Categorize risks by severity based on impact and likelihood.

• Identify risks in application architectures by considering the details of the 

system.

• Create architecture diagrams using diagramming software.

• Identify threats to a system by examining its exposure and value to attackers.
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Lesson 2

Security & Regulatory 
Frameworks

• Determine the applicability of security frameworks to their organization by 

considering the types of data managed by the organization.

• Distinguish between different security frameworks and identify their 

commonalities and differences.

• Distinguish between different regulatory frameworks and identify their 

commonalities and differences.

Lesson 3

Designing Secure Systems

• Prioritize risk reduction by evaluating the severity of a risk and the cost to 

remediate it.

• Design architectures that are highly usable by identifying key stakeholders and 

prioritizing their needs.

• Assess security problems within trust models by applying risk minimization 

principles.

• Balance business needs with security needs by conducting analysis of security 

controls.

Enterprise Identity & Access Control
Identity and access control management is essential to the security of any organization. This course introduces the 

fundamentals needed to create and implement access control within an organization. Specifically, this course teaches the 

best practices of managing access control within cloud environments such as AWS. Learners who complete this course will be 

equipped with the skills to design, implement, and enforce access control using different access control models. In doing so, 

they will be prepared to implement access control that is maintainable and aligns with the principle of least privilege.

Course 2
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Lesson 1

IAM Access Control 
Models & AWS

• Identify and justify the correct access control model given a scenario.

• Define and employ RBAC and determine the use cases in which it should be 

employed.

• Define and employ ABAC and evaluate the benefits of its use in given 

scenarios.

Lesson 2

Building Access Control 
Matrix & Mapping 
Permissions

• Identify access control components.

• Translate access control components from requirements.

• Create access control matrix from predefined requirements.

Lesson 3

Building Organizational 
Role Structure

• Create IAM roles from subjects in access control matrix.

• Create scoped IAM policies from permissions in access control matrix.

• Create IAM restrictions from restrictions defined in access control matrix.

Architecting IAM Implementation with Enforcement

Creating and enforcing a role structure is critical to the success of access control within an organization. In 

this project, learners implement a role structure with policies that will be evaluated and enforced. Using 

an access control matrix that outlines the appropriate roles, resources, and actions to be implemented, 

they will create the role structure within AWS. Learners will ensure that least privilege is maintained by 

evaluating the access defined in the policies to ensure that it aligns with the access defined in the matrix. 

Upon implementation of the policies and permissions, learners will be leveraging AWS Config to evaluate 

IAM policies to ensure that our organizational requirements are maintained.

Course Project
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Lesson 4

Building Organizational Role 
& Access Visualization

• Identify elements and resources to be visualized from the access control 

matrix.

• Create visualization for IAM roles.

• Create visualization for IAM policies.

• Create visualization for each resource and permissions.

Lesson 5

Enforcing IAM Policy 
Configurations

• Identify and employ use cases for AWS Config.

• Evaluate IAM requirements from the access control matrix that must be 

enforced.

• Create AWS Config rules for alerting on non-compliant IAM policies.

Infrastructure & Network Security Architecture 
Planning & Design
This course covers infrastructure and network security concepts essential for designing and implementing secure 

infrastructure. Complex infrastructures can have multiple moving components connected over a network. A multi-layered 

security architecture is required to provide complete visibility of system and service behavior. This course covers aspects of 

architecting and building security alerting and monitoring services that are scalable throughout the enterprise.

Course 3
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Watertight Security

The Water & Power Organization (WPO) audits and maintains the billing and usage of its customers with an 

application that allows its field agents to upload the picture of the meters attached in customers’ houses. 

Lately, WPO engineers started noticing a lot of binary files getting uploaded through the application which 

are actually malware files. It is possible that either someone is deliberately trying to attack the application 

by uploading malware files or one of the field agent’s devices is infected and is being used to target WPO’s 

application. As a security architect, learners have been called onboard to help improve the overall security 

of the service and mitigate possible disruption to WPO and its customers.

Lesson 1

Infrastructure & Network 
Security Architecture 
Planning & Design

• Understand framework types and implement them to security problems.

• Build network boundaries and define access types for the infrastructure.

• Map security services with network and infrastructure.

• Identify, quantify and rectify cybersecurity risks associated with the business or 

infrastructure.

Lesson 2

Building Intelligence 
Driven, Defense-in-Depth 
Architecture

• Implement Defense-in-Depth (DiD) on your infrastructure and network.

• Secure an organization with a threat-driven approach.

• Map the various stages of a cyber attack with the cyber kill chain model.

Lesson 3

Threat Surface Analysis & 
Building Scalable Detection 
Service

• Use the STRIDE methodology to complete threat modeling.

• Integrate security best practices into existing business and application process 

flow.

• Plan and build scalable services that can detect certain types of threats for the 

business or application.

• Integrate an alert pipeline for security teams to monitor for security incidents.

Course Project
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Lesson 4

Threat Triage & Detection 
Enrichment

• Describe detection and response processes and frameworks.

• Implement the MITRE ATT&CK framework to map our threat landscape against 

different attack scenarios.

• Design playbooks to triage and remediate security incidents quickly and 

efficiently.

Incident Response & Business Continuity 
Architecture Planning, Design & Implementation
This course introduces the fundamental incident response planning, design, and architecture concepts that are used in the 

cloud. As cloud solutions grow more complex so must the related incident response capabilities. Learners who complete 

this course will be equipped with the skills to plan, design, and execute a strong set of foundational cloud incident response 

capabilities.

Upon completion of this course learners will be able to:

• Plan incident response roles, conduct asset inventories, and configure logging and monitoring.

• Plan and implement artifact collection, containment and isolation, and automated response procedures in runbooks.

• Plan, implement, and validate business continuity actions in runbooks.

Course 4
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Incident Response & Business Continuity for 
Micro-Assurances

It is the learner’s first day as the incident response and business continuity manager for a small insurance 

company called Micro-Assurances. The company has a small have a small but important deployment in the 

Amazon Web Services (AWS) cloud and this deployment supports their primary business function which is 

processing insurance policy claims. If both of their servers are unavailable the company will incur fines, lose 

customers, and possibly have to shut down.

An architecture diagram was provided to learners depicting a public facing AWS Elastic Load Balancer, 

Linux, Apache, MySQL, and PHP (LAMP) server in a primary availability zone and LAMP server in a 

secondary availability zone. In addition, they were informed that the AWS platform team consists of a 

database administrator, system administrator, network engineer, application owner, security analyst and 

incident responder. Learners will now have to create and execute a cloud incident response runbook for a 

compromised database administrator account.

Course Project

Lesson 1

Incident Response & 
Business Continuity 
Architecture Planning 
Design & Implementation

• Plan incident response roles, conduct asset inventories, and configure logging 

and monitoring.

• Plan and implement artifact collection, containment and isolation, and 

automated response procedures in runbooks.

• Plan, implement, and validate business continuity actions in runbooks.

Lesson 2

Incident Response Runbooks 
for Cloud Infrastructure

• Identify and document incident response roles and responsibilities.

• Document an asset inventory for incident response.

• Configure logging and monitoring for cloud incident response.
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Lesson 3

Incident Response 
Playbooks & Automation

• Collect artifacts for incident response in a cloud environment.

• Contain and isolate infected resources for incident response in a cloud 

environment.

• Automate incident response scripts in a cloud environment.

Lesson 4

Business Continuity

• Perform business continuity analysis

• Automate business continuity actions.

• Validate and document business continuity.
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Sjon-Paul Brown

Senior DevOps Engineer

Sjon-Paul Brown is a DevOps engineer and DevOps consultant who helps companies 

streamline and secure their cloud environments and development processes. He has formally 

worked with varying startups and enterprises to ensure to that software can be securely 

developed and deployed in an agile manner.

Erick Galinkin

Principal AI Researcher at Rapid7

Erick Galinkin is a hacker and computer scientist, leading research at the intersection of security and 

artificial intelligence at Rapid7. He has spoken at numerous industry and academic conferences on 

topics ranging from malware development to game theory in security.

Abhinav Singh

Cybersecurity Researcher

Abhinav is a cybersecurity researcher with nearly a decade of experience working for global 

leaders in security technology, financial institutions, and as an independent consultant. He is 

the author of Metasploit Penetration Testing Cookbook and Instant Wireshark Starter, as well 

as many papers, articles, and blogs.

William O. Ferguson

Cloud Architect

William serves as an SME for complex information assurance and security engineering efforts 

worldwide. He helps foster a better view into the globalized challenges of secure computing 

worldwide as a global digital professional with intimate knowledge of both domestic and 

foreign network infrastructures.

Meet your instructors.
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Udacity’s learning 
experience

Knowledge

Find answers to your questions with Knowledge, 

our proprietary wiki. Search questions asked by 

other students, connect with technical mentors, 

and discover how to solve the challenges that 

you encounter. 

Workspaces

See your code in action. Check the output and 

quality of your code by running it on interactive 

workspaces that are integrated into the platform. 

Quizzes

Auto-graded quizzes strengthen comprehension. 

Learners can return to lessons at any time during 

the course to refresh concepts. 

Custom Study Plans

Create a personalized study plan that fits your 

individual needs. Utilize this plan to keep track of 

movement toward your overall goal. 

Progress Tracker

Take advantage of milestone reminders to stay 

on schedule and complete your program. 

Hands-on Projects

Open-ended, experiential projects are designed 

to reflect actual workplace challenges. They aren’t 

just multiple choice questions or step-by-step 

guides, but instead require critical thinking. 
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Our proven approach for building 
job-ready digital skills. 

Personal Career Services

Empower job-readiness.
• Access to a Github portfolio review that can give you an edge by highlighting your 

strengths, and demonstrating your value to employers.* 

• Get help optimizing your LinkedIn and establishing your personal brand so your profile 
ranks higher in searches by recruiters and hiring managers.

Experienced Project Reviewers

Verify skills mastery.  
• Personalized project feedback and critique includes line-by-line code review from 

skilled practitioners with an average turnaround time of 1.1 hours. 

• Project review cycle creates a feedback loop with multiple opportunities for 
improvement—until the concept is mastered. 

• Project reviewers leverage industry best practices and provide pro tips.

Technical Mentor Support

24/7 support unblocks learning. 
• Learning accelerates as skilled mentors identify areas of achievement and potential 

for growth.

• Unlimited access to mentors means help arrives when it’s needed most.

• 2 hr or less average question response time assures that skills development stays on track.

Mentor Network

Highly vetted for effectiveness. 
• Mentors must complete a 5-step hiring process to join Udacity’s selective network.

• After passing an objective and situational assessment, mentors must demonstrate 
communication and behavioral fit for a mentorship role. 

• Mentors work across more than 30 different industries and often complete a Nanodegree 
program themselves. 

*Applies to select Nanodegree programs only.
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